






Highlight

Highlight

Highlight

Highlight

Highlight

Highlight







Subject Title : Computer Communication Networks(CCN)  

Sub.Code: EC72 No. of Credits:04=04:0:0 ( L  - T – P) No. of Lecture Hours/Week : 04 

Exam Duration:03 Hrs CIE+Assignment +SEE=45+5+50=100 Total No.of Contact Hours:52 

Course Learning Objectives:  From this course the students can learn 

1 Layerig architecture of OSI reference and TCP/IP model. 

2 Elaborates the background concepts, and functionalities of  application layer, transport layer, 

and network layer. 

3 Study and analyse the flow and error control schemes. 

4 Present ample details about the protocols, technologies, algorithms and standards that are used 

by each layer as it relates to the internet. 

5 Overview of  LAN concept, link layer,connecting LANs and connecting devices. 
 

Unit 

No 
Syllabus Contents 

No.of 

Hours 

Blooms 

Taxnomy 

level. 

1 

Network Models: Network core, Protocol Layers and their Service 

Models. Addressing: Physical addressing, Logical addressing, Port 

addressing and specific addressing. (T2:45-50) 

Connecting Devices: Passive hubs, Repeaters, Active hubs, Bridges, 

Two-layer Switch, Routers, Three-Layer Switches and Gateway. 

(T2:445-455) 

Network Topologies: Bus, Star, Mesh, Ring and Hybrid topologies. 

TEXT 2 

10 L1,L2,L3. 

2 

The Link Layer: Links, Access Networks, and LANs: Introduction to 

the Link Layer, Error-Detection and -Correction Techniques, Multiple 

Access Links and Protocols, Switched Local Area Networks, Link 

Virtualization: A Network as a Link Layer 

TEXT 2 

10 L1,L2,L3. 

3 

The Network Layer: Introduction, Virtual Circuit and Datagram 

Networks, What’s Inside a Router? The Internet Protocol (IP): 

Forwarding and Addressing in the Internet, Routing Algorithms, 

Routing in the Internet, Broadcast and Multicast Routing 

TEXT 1, TEXT 2 

12 L1,L2,L3. 

4 

Transport Layer: Introduction and Transport-Layer Services, 

Multiplexing and Demultiplexing,Connectionless Transport: UDP, 

Principles of Reliable Data Transfer, Connection-Oriented 

Transport: TCP, Principles of Congestion Control, TCP 

Congestion Control. 
TEXT 1 

10  L1,L2,L3 

5 

Application Layer: Principles of Network Applications, The Web 

and HTTP, File Transfer: FTP, Electronic Mail in the Internet, 

DNS—The Internet’s Directory Service, Peer-to-Peer 

Applications,Socket Programming. 
Text1 

10 L1,L2,L3 

Note 1: Two assignments are evaluated for 5 marks: Assignment -1 from Units 1 and 2. 

Assignment -2 from Units 3, 4 and 5  



  

Course Outcomes: After successful completion this course the student should be able to  

CO1 Define the network models, layered tasks and protocols for data transmission. 

CO2 Explain the functionalities and services of application layer, transport layer, network layer, 

and data link layer. 

CO3 Compare and contrast between various protocols in each layer. 

CO4 Apply the various protocols and functions to create networks. 

  

Course Outcomes Mapping with Programme Outcomes. 

CO1 PO1, PO2  

CO2 PO1, PO2 

CO3 PO1, PO2 

CO4 PO1, PO2 

  

Text Books. 

1 James F. Kurose, Keith W. Ross, “Computer Networks”, Pearson Education,    2nd 

Edition, 2003. 

2 

3 

B.Forouzan ,” Data Communication and Networking”, TMH, 4th Edition, 2006. 

CCNA routing and Switching study guide. 

Reference Text Books. 

1 Russel Bradford, “The Art of Computer Networking”, Pearson Education, Ist  

Edition, 2007. 
Web Links. 

1 nptel.ac.in/courses/106105081/1 

2 http://www.bau.edu.jo/UserPortal/UserProfile/PostsAttach/10617_1870_1.pdf 
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Sub Title: COMPUTER COMMUNICATION NETWORKS LABORATORY 

Sub Code:ECL76 
No of Credits : 

0:0:1.5:0 

No of lecture hours/week :   

3 

Exam Duration 

:03Hours 
Exam Marks : 50 Total No of lab : 13 

 
Course Learning Objectives(CLOs) 

 

1.  
To be able to perform experiment to simulate stuffing  and de-stuffing, 

Encryption and Decryption of message. 

2.  
To be able to perform experiment to simulate spanning tree and 

shortest path algorithm. 

3.  
To be able to perform experiment to simulate polynomial code 

checksum for CRC-CCITT. 

4.  To be able to perform experiment to simulate various LAN protocols. 

5.  

To be able to perform experiment to simulate   serial using data 

communication kit. 
 

EX. 

NO. 
Syllabus 

No of 

Hours 

1 Write a C program to implement Bit Stuffing and deStuffing. 3 

2 
Write a C program to simulate a character stuffing and destuffing 
for a given message. 

3 

3 
Write a C program to compute a polynomial checksum for a 
given binary data frame 

3 

4 
Write a C program to simulate a shortest path Algorithm. 

3 

5 

Using TCP/IP Sockets, write a client-server program to make 

client to communicate with Server using socket programming 

techniques in python. 
3 

 
PART-B [Simulation]  

6 

SERIAL COMMUNICATION USING 

(i) RS232 

(ii) MODEM COMMUNICATION  

(iii) FIBER OPTIC COMMUNICATION 

3 

7 

Configuring and Verifying LAYER 2 Switches: Establish a 

communication between the HOSTS by connecting the Network 

Devices as given below, configure them and verify the same. 

Configuration includes HOSTNAME, BANNER, PASSWORD 

(CONSOLE, TELNET and ENABLE),MANAGEMENT IPand 

DEFAULT GATEWAY. 

 

3 
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8 

Configuring and Verifying VLAN:Establish a communication 

between the hosts by connecting the network Devices as given 

below, configure them and verify the same. 

Configuration includes Switch port configuration and 
encapsulation methods. 

3 

9 

Configuring and Verifying IP Routing:Establish a 

communication between the hosts by connecting the network 

Devices as given below, configure them and verify the same. 

Configuration includes:  

1. Static Routing 

 2. Dynamic Routing (RIP/OSPF/EIGRP)  

3 

10 

Configuring DHCP Server on a Router: Configure DHCP 
server on a router to assign IP address dynamically to the hosts 

and verify the same 
a. For One Broadcast Domain 

b. For Many Broadcast Domain 

3 

11 

PART-C [Simulation Case-Study] 

Dr. AIT is granted a block of addresses starting from 

192.168.100.0/24. The Dr. AIT College committee decided to 

distribute these blocks of addresses to THREE Departments 

with each department receiving just FOUR Addresses. 

1. Design the sub blocks and give the slash notation to 

each sub block. 

3 

12 

2. Simulate the above case using Cisco-packet Tracer. 

Note: while simulating Consider the following Constraints: 

a. Establish a communication within the Departments. 

b. Only HOD’s of each Department can communicate (Single 

user from each Department) with each other. 

 

3 

13 
Create topology to demonstrate port security using any 
application layer protocol. 

3 

 

Programme Outcomes (POs) 
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1 Able to perform experiment to simulate stuffing /de-stuffing bit frame 
and character frame data: coded using C/C++. 

2 Able to perform experiment to simulate spanning tree and shortest path 
algorithm: coded using C/C++. 

3 Able to perform experiment to simulate polynomial code checksum for 
CRC-CCITT: coded using C/C++. 

4 Able to perform experiment to simulate Encryption and Decryption of 
message: coded using C/C++. 

5 Able to perform experiment to simulate Serial and parallel 
communication using data communication kit. 

Relationship to the Program Outcomes(POs) 

Course Outcomes 
(COs) 

Program Outcomes (POs) 

CO1 PO5,PO6,PO7 

CO2 PO5,PO6,PO7 

CO3 PO5,PO6,PO7 

CO4 PO5,PO6,PO7 

CO5 PO5,PO6,PO7 
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